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Abstract 

This research identifies a system that uses blockchain technology in healthcare. This technology enables patients to access their medical records at 
any time and from any location. Furthermore, patients' health records are uploaded to the blockchain in secret. When a patient consults with a 
healthcare professional, the authorized entity filters the patient's medical report to remove sensitive information. The research employed primary 
data analysis to determine the usage of Smart PLS software. The filtered medical data is then saved in an off-chain database, while the data's address 
gets uploaded to the blockchain along with the patient's pseudo-random identifier. As a result, each patient is assigned many pseudo-random 
identities. In contrast to previous research, when patients' identities/reports may be connected, the proposed technique does not allow for such a 
connection. The total analysis indicated a direct and significant correlation between blockchain technology and security management. When a 
pandemic strikes (such as COVID-19), the proposed technology could be used to broadcast people's health status to certain organizations. During 
the COVID-19 pandemic, patients must provide documentation of their immunization series before flying overseas or nationally or participating in 
specific social activities. 
Keywords: Block Chain Technology (BCT), Secure Management (SM), Patient Data (PD), Pathology Labs (PL) 

Introduction 

An organized mechanism by which information is shared among 
the members of a business infrastructure very transparently. In this 
phenomenon, all the information is secured in blocks, and all those 
blocks are arranged in the form of a chain. The main objective of this 
technology is to inform all members of business infrastructure that 
have access to that particular thing. This sharing of information is 
performed with the help of an application. This approach toward 
essential information is sometimes restricted but only some ofays [1, 
2]. Many times, it is permission by the relevant person. Four major 
types of Blockchain technology are: 1. Public, 2. Private, 3. Hybrid, 4. 
Consortium. All these types of Blockchain technology have their 
particular positive and negative aspects. Those specific aspects decide 
their unique method of usage. These aspects are responsible for 
making a decision that's which one is better for you. The management 
of one's assets is the best example of the use of Blockchain technology. 
In the world of finance, Blockchain plays a very important role. It plays 
the same role in asset management[3]. Let's consider an example: all 
those companies based on Blockchain technology and related to 
energy usage have developed a platform that is all about trading and 
selling electricity among individuals. All homeowners with solar 
panels utilize this facility to provide the solar energy produced by the 
solar panel to their neighbors and charge them. A record that is 
inflexible and is shared among the business members. In this 
phenomenon, this facility is provided that all the transactions are 
recorded and all the assets are tracked within the network of a 
particular business. In these assets, involved things can be tangible, 
like those things that can be touched; we can take the example of 
house, car, cash, and land. Some of those things can be intangible, 
like those that cannot be touched[4]. We can consider examples of 
intellectual property, patents, copyright, branding, etc. The main 
reason Blockchain technology's popularity is its circulating character, 
limpidity, and protective nature. Blockchain technology proves a good 
solution to all these problems. During the phase of patient data 
management, Block chain technology plays a significant role. It 

provides security to all sensitive information. Susceptibility and 
incompetence are also tackled by Blockchain technology in all those 
traditional data handling methods. If one is looking for an effective 
solution regarding security, then Blockchain technology is an 
extremely effective way that can be implied. Just like an insulating 
network, a new model that is all about privacy is introduced by 
Blockchain technology[5]. That advanced model plays a significant 
role in enhancing and protecting data. It utilizes secret writing 
techniques to verify data vigorously. The working of Blockchain 
technology is based on administered, public, and nonauthorized 
frameworks. The distribution of records by Blockchain technology 
helps a lot in the transfer of data, which is all about patients' medical 
records, in a secure way. It also enforces the shielding of all the data 
related to healthcare. It also organizes the chain that is all about the 
medicine supply. It also aids researchers who work in healthcare in 
unlocking codes related to genetics. Within the blockchain network, 
all the information is processed and managed up to the limit of various 
intersections. This information is inspected by multiple people within 
that network many times[6]. This peak level and secured transparency 
are very useful in various healthcare, finance, and supply chain 
management fields. These departments are mentioned specifically 
because the data's place of origin is inspected critically in these 
fields[7].  In recent times, healthcare systems have manipulated 
Blockchain technology as a well-secure, inflexible source that can 
record data about the history of patients. It gives surety of protecting 
all sensitive information but also ensures that all the information will 
remain unchangeable and can be traced easily. As a result of this 
surety, all patients and providers trust it. In Blockchain technology, 
secret writing is utilized and implied to protect data[8]. It has also 
finished the need for any central person who has any authority. The 
things that are provided by Blockchain technology are of inherent data 
integrity and confidentiality type. Several challenges are offered by 
Blockchain technology when discussing the level of privacy. During 
the pandemic, as the situation becomes very dramatic, the need for 
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Blockchain technology becomes essential to lessen and restrict the 
patients from moving here and there. This restriction was extremely 
necessary, so the threat of infection among people from patients could 
be reduced. In the era when things like the Internet of Things were 
spreading, in this study, we are trying to cover the need for the service 
of a telemed laboratory in which some clinical exams are tested on 
patients within a hospital by using technology like the Internet of 
technology[9]. After this procedure, all the results are transferred to the 
doctors through the hospital cloud for validity and consultation. The 
scenario that we are going to discuss is all about the spreading of 
security of information that is related to patients[10]. This security is 
possible only with the aid and support of nurses, doctors, and 
technicians who are all that make sure the transfer of all information 
of patients to the patient's cloud so that a team can be formed that is 
virtual and can take care of security issues[11, 12]. 

Research Objective  

The main purpose of the study of Blockchain Technology for 
Secure Management of Patient Data in pathology labs is to protect 
patients' information so that it cannot be leaked and patients have no 
trust issues during their treatment procedure. All the important steps 
that play a significant role in the protection procedure are also 
mentioned in it. The research study measures the Blockchain 
Technology for Secure Management of Patient Data in Pathology Labs. 
The research paper is divided into five different sections. The first 
portion describes the introduction and included the objective of the 
research. The second portion describes the literature review, and the 
third section presents those methods related to blockchain technology 
and secure management. The fourth portion represents the result and 
its description, also the last section also summarized the overall 
research.  

Literature Review 

Researchers claim that the need for advanced technology has 
increased during the COVID-19 pandemic. Since the COVID-19 
pandemic, the use of information technology has reduced the 
interaction between humans. Telemedical-based laboratories around 
the world use IOT to improve the quality of medical services provided 
by health systems. Through the telemedicine system, a doctor can 
examine a patient's medical condition remotely[10]. Studies reveal 
that data related to a patient medical health condition is critical as it 
determines patient health. The information associated with patient 
health is shared with stakeholders of the medical system using 
technology-based medical devices. IoT-based devices are developed to 
keep the health-related data of each patient safe with little chance of 
error. This precise health data helps maintain patients' privacy. To 
ensure the safe transformation of medical data from medical institutes 
to stakeholders, different healthcare centres make use of blockchain 
systems. The blockchain system is an accurate medical framework that 
is widely used for health-related data management[5]. Researchers 
explain that remote health data provides new insight related to patient 
medical conditions. Doctors and patients use technology-based health-
related systems because of the immense benefits of remote health 
systems. Using remote health-related data storage systems ensures no 
health data is shared with unauthorized institutes. EMRs are kept safe 
using remote technology systems like deep learning to secure the 
health-related information of patients[8].studies claim that the 
modernization of the world increases the need for data safety and 
protection. the increase in the number of cybercrime cases has 

increased the need for the development of advanced data protection 
systems. The blockchain system protects Forensic information in most 
laboratories [3].Studies suggest that the development of any nation is 
based on the workings of the healthcare system. The advancement of 
health systems means improvement in patient data storage systems. 
Technology-based health data storage programs are built to safeguard 
the personal information of patients Blockchain technology is one of 
the advanced medical technologies that use cloud-based programs for 
saving patient health data with great precision[11]. Studies reveal that 
blockchain technology is used in most forensic laboratories to 
optimize forensic-related information about the patient. Forensic 
laboratories work using the optimized technology of blockchain to 
enhance the process of their health system[13]. Scholars suggest that 
to ensure data safety, blockchain technology should be implemented 
in different fields. data transparency is maintained by the healthcare 
system using blockchain technology. the centralized healthcare system 
secures the health data[14].The use of blockchain technology has 
advanced the optimization of data management systems in various 
laboratories. The authentication provided by blockchain technology in 
the medical profession makes this technology the best technology for 
efficient data storage[15]. Studies predict that the chances of health 
data getting corrupted are higher because of errors in health data. 
Blockchain systems are preferred in laboratories to minimize errors 
related to health data. Most forensic lab infrastructure uses the patient-
centric system to regulate health data. The information associated with 
the health system is maintained using a cryptographic algorithm. This 
algorithm has great applications in the medical and health 
fields[16].scholars suggest that the present medical system is facing a 
lot of data management problems. these problems cause more errors 
in healthcare data, thereby reducing the transparency of healthcare 
data. These problems are overcome using innovative technology in 
healthcare laboratories[17]. Studies explain that the advancement in 
the field of healthcare is rapidly increasing. Despite this advancement, 
the healthcare system faces many problems related to storage of 
patient-related data in bulk.to solve this problem a blockchain 
technology-based farmwork is employed in most health institutes to 
store health-related data in bulk Many laboratories are famous for 
their biomedical research programs.to efficiently manage the data and 
results of these programs, the use of blockchain technology is 
increasing in medical laboratories[18]. Moreover, improving the 
efficiency of blockchain systems using artificial intelligence holds 
great importance. The AI system works by optimizing the data related 
to patient health status. The whole report related to the prescriptions 
and medical treatment the patient gets during his treatment journey 
is provided in an optimized manner by using AI in laboratories[19]. 
Studies suggest that MCPS systems demand higher data security for 
minimizing the chances of health data alternations. The complex data 
related to medicine are stored using a secure AI system in laboratories. 
using blockchain technology, it becomes easier to design a system that 
works on an algorithm for secure data transmission[20]. The modern 
blockchain technology-based system uses an IPFS system to store large 
amounts of health-related data with high accuracy. Through this 
system, the personal data of patients is fully secured; therefore, the 
chances of data leakage decrease [21]. Studies of scholars reveal that 
the majority of patient health records were lost during the covid 19 
pandemic due to the inefficiency of the electronic health system. 
During the pandemic, the inefficiency of the health system was tackled 
by developing an e-health record system using blockchain technology. 
The one big advantage of e-health records is that all the information 
about the medical patient is saved with accurate reports and 
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results[22]. Also, when a large amount of patient data is shared 
between medical institutes, the chances of data getting altered 
increase. For analysing big data related to patients' medical situations, 
blockchain technology is used in medical health centres. The patient's 
data is secularly saved using blockchain technology-based medical 
records[23].Scholars predict that large data transactions related to 
patient health will be made easier using blockchain technology. 
blockchain technology is built to automate the process of data 
handling and data analyzing. the implementation of blockchain 
technology in the health sector, especially in medical laboratories, 
improves the process of the health system[24].studies suggest that 
cloud-based medical technology is used for saving medical records 
with the help of the blockchain model. This model secures the data 
and makes it accessible for transmission to other health 
sectors[25].Studies show that EHR is a form of electronic data storage 
that stores the personal medical histories of patients without errors. 
The EHR is a computerized electronic data format that stores big data 
with minimal data error chances. blockchain technology accurately 
predicts the type of disease a patient is affected with and also tells the 
mode of disease treatment[26].Moreover, blockchain technology acts 
as a novel medical model that secures data for developing a better 
health or medical industry[27]. 

Methods 

The research determines that Blockchain Technology for the 
Secure Management of Patient Data in Pathology Labs. The research 

was based on primary data analysis to determine the research used 
Smart PLS software related to variables. Descriptive statistical analysis, 
and the correlation coefficient analysis also explains the smart PLS 
Algorithm model between them. Blockchain technology is a 
decentralized and public digital ledger that keeps the records of 
transactions among numerous computers. This technology ensures 
that not even a single piece of data can be altered without modifying 
the subsequent records.  This technology is verified, associated with the 
previous block, and forms the long chain. Blockchain means the 
record of transactions.  

The blockchain method delivers a good deal of accountability as 
each transaction is listed and checked widely. When a record is entered 
in block chain it is not possible to alter the information. Thus, it 
secures the data without any alteration or modification. In block chain 
technology data are secured on networks instead of databases in this 
way data is safer and less prone to be hacked. Block chain technology 
provides an excellent medium to develop and compete with traditional 
companies for a business model.  

Block chain methods help the vendors to uphold the outline of the 
medicine-related products. Many health and pharmaceutical centers 
use block chain technology to get rid of counterfeit medications as it 
helps in copying all medicines. This will help to find out the cause of 
falsification and maintain the privacy of the record of the patient when 
medical history is established. Block chain records cannot be altered 
and used in the hardware of hospitals due to its decentralized network.

 
Figure 1: Blockchain

Blockchain technology is an emerging field, and its success 
depends on the Bitcoin cryptocurrency. Blockchain method has a 
distributed ledger that provides an unchallengeable, clear history in 
the network participation (Figure 1). This technology is a new 
generation method that gained the trust of users, accountability and 
clarity. Blockchain maintains the privacy of records, and it is 
considered a cost-effective method. Electronic health record (HER) 
sharing is important for quick medical care. For example, transition 
and synchronization for care are important for cancer patients. It is 
helpful for doctors to make clinical decisions when patient history, 
tests, diagnosis reports and treatment data are recorded. Patients have 
an interest in having access to their Electronic Health Records (EHR) 
history to know about them and also their families get connected and 
control who can able to realize and use their health evidence. To 

improve the quality of health it is recommended to access the history 
of HER so that patients personalized treatment can be developed. 
Electronic Health records are very confidential and sensitive; according 
to some studies, the patient must have access to their health data and 
they can also decide who will see and access this data. Currently, it is 
an exciting time for health care and information technology due to 
advancements in genetic research and the accuracy of medicine. With 
the help of technology, healthcare researchers find novel strategies for 
the prevention of diseases and efficient treatment according to an 
individual own genetic makeup, regime and atmosphere. Additionally, 
Information technology merges with healthcare technology that 
produces large databases of health records and provides tools to access 
health records and engage individuals extra in their healthcare 
environment. Merging health technology with IT would bring 
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revolution in the health IT field. Blockchain technology is an 
advanced technology that has the potential to withstand the challenges 
that exist in the health IT system and allows healthcare providers, 
healthcare individuals and medical researchers to secure their 
electronic data of health. Blockchain stores the digital assets and 
information, and the network executing the blockchain has the type of 
information confined to the transaction. The information inserted in 
the blockchain is encrypted and digitally guaranteed while 
maintaining legitimacy and correctness. Information is stored in a 
block and each block comprises of cryptographic hash preceding the 
block in linear and chronological order. Blockchain method for health 
care needs to be public and include scientific solutions for constancy, 
safety and accuracy. One of the advanced examples of blockchain is 
the cutting-edge technology used in pathology labs. The efforts to 
standardize the pathology lab and reduce the load of manual work 
have upsurge over the past few decades. It aims to enhance the digital 
accuracy and health care outcomes of patients. It is tough to handle 
the anatomic samples of pathology and it leads to the loss of incorrect 
data and causes analytic, legitimate and moral consequences. For 
storing any data there is a need for controlled temperature, humidity 
and safe traceable systems. From collection to storage, it is important 
to maintain a safe and controlled chain method for biological samples 
and maintain value, traceability and alteration. Automation system 
efforts by improving efficiency and compliance provide automatic 
labeling, archiving, and search processes advancement in surgical 
pathology and the health care of patients depends on progressive 
technologies and standard methods. New technology includes digital 
pathology approaches to improve diagnostic accuracy, privacy of data 
and compatibility. The molecular biology field requires precision of 
results and standardized approaches before execution. Thus, quality 
assurance and control system play an important role and provide 
accurate and reliable results. The core responsibility of the pathologist 
is to maintain the privacy of patient information and diagnoses. 
Digital technology is a typical approach used in which multiple 
pathologists and diagnostic programs upload the data from one 
source. It is important to share the patient’s medical information and 
diagnostic report with the right people. Likewise, the only pathologist 
who accesses the pathology platform can view the data images, make 
alternations and make analysis. However, in some cases, the images 
and slides can also be shared with other pathologists, experts and 
patients themselves. The patient can be able to remove access to his 
information from physicians and management. A decentralized 

blockchain method is applied to solve all pathology lab-related 
problems by securing the patient’s information.  Making the specific 
sets of related images that are diagnosed by doctors creates uniform 
data storage.  The blockchain method helps in the security and 
integrity of the patient’s data. The data confidentiality of the data 
means that it is not exposed to others. 

Key Features of Blockchain Technology 

Blockchain technology is based on a set of distinct qualities that 
set it apart from traditional databases. The following are its most 
essential and distinguishing features:  1. Distribution of power and 
authority to several entities or individuals. Decentralisation is an 
essential aspect of blockchain technology. Blockchain utilises a 
distributed ledger to record transactions, in contrast to centralised 
databases that are managed and certified by a central authority like a 
bank. Therefore, the ledger is managed, authenticated, and revised by 
a network of transparent participants referred to as nodes. Every node 
is dispersed over a network and possesses a complete replica of the 
whole blockchain. 2. The characteristics of immutability and security. 
Blockchain employs cryptographic methods to provide strong security, 
document transactions, and thwart manipulation. Data is stored in 
interconnected blocks using cryptographic hashes. If someone wishes 
to tamper with or alter a block, they must change every consecutive 
block, rendering tampering computationally impossible. This key 
blockchain security characteristic assures the immutability of 
information, making blockchain a great platform for storing sensitive 
data and completing secure transactions. 3. Ensure openness and 
traceability. The inherent openness of blockchain technology ensures 
that all network users have access to the same information. For 
example, each transaction is recorded in a public ledger accessible to 
all participants. Transparency boosts confidence and network 
accountability by allowing errors to be recognized and corrected right 
away. Furthermore, the blockchain's ability to track the origin and 
transit of assets makes audits easier and reduces the danger of 
fraudulent activity.  4. Smart contracts. These contracts are automated 
agreements embedded in software that carry out the terms of the 
contract automatically. Smart contract programs are stored on the 
blockchain and execute their operations when certain conditions are 
met. These contracts eliminate the need for middlemen, simplify 
transactions, save money, and speed up closings. They are engaged in 
a variety of industries, including supply chain management, 
insurance, and banking. 

Descriptive Statistical Analysis 

Table 1: Result of Descriptive Statistical Analysis 
Name Mean Median Scale Min Scale Max Standard Deviation Excess Kurtosis Skewness Cramér-Von Mises P Value 
BCT1 1.531 1.000 1.000 3.000 0.610 -0.404 0.716 0.000 
BCT2 1.551 2.000 1.000 3.000 0.537 -1.139 0.198 0.000 
BCT3 1.469 1.000 1.000 3.000 0.538 -0.915 0.530 0.000 
SM1 1.490 1.000 1.000 3.000 0.539 -1.002 0.445 0.000 
SM2 1.490 1.000 1.000 3.000 0.576 -0.453 0.703 0.000 
SM3 1.408 1.000 1.000 3.000 0.531 -0.509 0.803 0.000 
SM4 1.510 1.000 1.000 3.000 0.576 -0.554 0.621 0.000 
PL1 1.531 1.000 1.000 3.000 0.610 -0.404 0.716 0.000 
PL2 1.510 1.000 1.000 3.000 0.610 -0.305 0.794 0.000 
PL3 1.306 1.000 1.000 3.000 0.542 1.868 1.633 0.000 
PL4 1.469 1.000 1.000 3.000 0.575 -0.329 0.788 0.000 
PL5 1.388 1.000 1.000 3.000 0.527 -0.315 0.902 0.000 

The results of table 1 the descriptive statistical analysis reveal the 
mean value, the lowest rate, the maximum rate, as well as the standard 
deviation rate and probability value of each independent and 

dependent variable. BCT1, 2, and 3 are all considered independent 
variables based on the results, with mean values of 1.531, 1.551, and 
1.469. All of them have positive average rates.  The standard deviation 
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rate is 61%, with 53% deviating from the mean value. The results show 
that the skewness value is 71%, with a 19% skewness rate between 
them. According to the results, SM1,2,3, and 4 are considered mediator 
variables, and the mean values are 1.490, 1.408, and 1.510.  

There is now a positive average rate. The standard deviation value 
is 53%, indicating a 57% departure from the mean value. According to 
the descriptive statistic, PL1,2,3,4, and 5 are all considered as 
dependent variables, with average rates of 1.510, 1.306, 1.469, and 
1.388, respectively. The standard deviation rate is 61%, 54%, 57%, and 
52% away from the mean value. According to the results, the aggregate 
significant value is 0.000, indicating a 100% significance rate between 
them.  

Resources 

Pathologists and laboratory professionals in charge of patient data 
privacy and security should have access to the following helpful 
resources. 1. Checklists for laboratory accreditation by the College of 
American Pathologists (CAP). These checklists contain a unique 
section for laboratory computer services that covers all important 
features of LISs and laboratory computer services, such as patient data 
protection and security.   Furthermore, particular requirements for 

telepathology services in terms of patient data confidentiality and 
security are discussed. 2. The Centres for Medicare and Medicaid 
Services provided instructional resources and recommendations on 
HIPAA compliance, privacy and security, and health insurance reform. 
3. CLSI provides technical standards and implementation techniques 
for securing in vitro diagnostic (IVD) systems, including devices, 
analytical equipment, and data management systems, placed in 
healthcare organisations. The AUTO11-A-IT Security of IVD 
Instruments and Software Systems document is designed for suppliers, 
users (for example, laboratory workers), and healthcare organisations' 
IT management.  4. The International Society of Blood Transfusion's 
Information Security Task Force released standards for ensuring 
information security in transfusion medicine. These rules cover the 
application of HIPAA Security Standards in Transfusion Medicine. The 
results shown in table 2 illustrate that correlation coefficient analysis 
between variables, including dependent and independent variables, 
reveals both negative and positive interrelationships. Pathology 
informaticists must ensure that patient data in the pathology 
laboratory remains discreet and secure, ideally in partnership with 
their information services division. As a result, informaticists must be 
aware of the pathology laboratory's security dangers and privacy rules, 
as well as the potential technology solutions to solve these issues 

Correlation Coefficient 

Table 2: Result of Correlation Coefficient 
 BCT1 BCT2 BCT3 SM1 SM2 SM3 SM4 PL1 PL2 PL3 PL4 PL5 

BCT1 1.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
BCT2 -0.020 1.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
BCT3 0.112 -0.330 1.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
SM1 0.079 0.407 -0.159 1.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
SM2 -0.159 -0.345 0.180 -0.576 1.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
SM3 -0.102 0.428 -0.527 0.086 -0.186 1.000 0.000 0.000 0.000 0.000 0.000 0.000 
SM4 0.101 0.345 0.149 0.115 -0.200 -0.014 1.000 0.000 0.000 0.000 0.000 0.000 
PL1 -0.154 0.042 0.236 0.079 -0.159 0.024 0.043 1.000 0.000 0.000 0.000 0.000 
PL2 -0.179 -0.111 -0.108 -0.325 0.160 -0.076 -0.160 -0.015 1.000 0.000 0.000 0.000 
PL3 0.003 -0.229 0.137 -0.094 -0.023 -0.150 -0.043 0.003 -0.102 1.000 0.000 0.000 
PL4 0.279 0.088 0.079 0.312 -0.386 0.041 0.016 0.105 -0.043 -0.264 1.000 0.000 
PL5 0.058 -0.106 0.221 0.265 -0.289 -0.128 -0.047 0.439 -0.107 0.299 0.140 1.000 

Smart PLS Algorithm Model 

 
Figure 2: Smart PLS Algorithm Model 

The above model of figure 2 is smart PLS Algorithm model its 
shows relation between BCT, SM and PL according to the above model 

BCT shows that 0.055, 0.908 and -0.678 shows 5%, 90% and 67% 
significantly rate between them. the SM shows that 79%, 83%, 49% and 
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31% positive and significant relation according to the result its shows 
59% positive and significant link in between BCT and SM. The PL 
describe that 45% positive and significant relation between them.  

Conclusion 

Traditional database methods provide several challenges for 
collecting financial activities. Consider selling a property. Once the 
money is exchanged, the buyer acquires ownership of the property. The 
buyer and seller can record monetary transactions individually, but 
neither is reliable. The vendor can easily claim that they did not get 
the money when they did, and the buyer might claim that they did not 
pay when they received it. To avoid legal problems, a reputable third 
party must monitor and approve transactions. The existence of this 
central authority complicates the transaction by introducing a single 
point of risk. If the central database becomes hacked, both parties may 
suffer. Blockchain solves these issues by providing a decentralised, 
tamper-proof framework for recording transactions. The research was 
based on primary data analysis to identify the research study, which 
employed smart PLS software to create useful results such as descriptive 
statistics and correlation coefficients to describe the clever PLS 
Algorithm model between them. In the case of a real estate transaction, 
blockchain generates a single ledger for both buyers and sellers. All 
transactions require both party's consent and are automatically 
recorded in both ledgers in real-time. Any inaccuracies in prior 

transactions will affect the entire ledger. These qualities of blockchain 
technology have led to its adoption in a variety of industries, including 
the development of digital currencies like Bitcoin. Given that 
pathology laboratories manage a high number of patient data for 
clinical and maybe research purposes, data protection and security 
rules and procedures are essential. Contemporary pathology 
laboratories must handle security concerns as their information 
systems and workstations become more connected to the Internet, as 
well as meet the need for wireless and mobile device connectivity. 
Maintaining HIPAA and HITECH compliance is critical for labs, 
especially in the US.  

The most current modifications to the HIPAA Privacy and Security 
Rules were announced in January 2013 and took effect on March 26, 
2013. They enacted HITECH, tightened privacy safeguards under the 
Genetic Information Nondiscrimination Act, and made several 
measures, most notably impacting BAs. According to recent reforms, 
BAs may now face immediate civil fines if proven to have violated 
privacy or security. Nowadays, LISs are rarely used for data retrieval or 
reference (except by actual, core laboratory professionals). Laboratory 
data is routinely uploaded to multiple Electronic Medical Records, and 
even if the LIS is the most secure environment, there is still a chance 
that the data may be compromised due to systems beyond the 
laboratory's control. As a result, the company must make a complete 
and unalterable commitment to protecting sensitive health data.  
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